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Notice To Readers
This Practice Alert is intended to provide auditors with information that may help them
improve the efficiency and effectiveness of their audits and is based on existing audit litera
ture, the professional experience of the members of the Professional Issues Task Force
(PITF) and information provided by SEC Practice Section member firms to their own pro
fessional staff. This information represents the views of the members of the PITF and is not
an official position of the AICPA. Official positions are determined through certain specific
committee procedures, due process and deliberation. The information provided herein
should be used only with the understanding that it is to be read in conjunction with the pro
fessional literature and that it is only a means of assisting auditors in meeting their profes
sional responsibilities.

How the Use of a Service Organization
Affects Internal Control Considerations
Introduction

Obtaining a SAS No. 70 report may be an
efficient means of satisfying the requirements
of GAAS with respect to service organiza
tions. There have been recent examples of
situations where a user organization’s auditor
did not obtain a SAS No. 70 report and did
not employ alternative approaches to obtain
ing the necessary information. There also
have been recent examples where a SAS No.
70 report was obtained but the report was not
sufficient for the user auditor’s purposes or
was not needed. This may result from the user
auditor not having a sufficient understanding
of SAS No. 70, Reports on the Processing of
Transactions by Service Organizations
(AU 324) or the different types of SAS No 70
reports that are issued (i.e., Type 1 and Type 2
reports). Today, more and more companies
are outsourcing activities to service organiza
tions. In doing so, there often is a belief by
the user organization that the service organi
zation can be totally relied upon and that the
user organization needs only to provide very
limited, if any, controls. It is in these situa
tions that it is critical for the user auditor to
consider the guidance in SAS No. 70 and the

implications the service organization may
have to his/her audit.
Many companies and organizations use
outside service organizations to provide
services ranging from performing specific
tasks (such as maintaining custody of
marketable securities) to replacing entire
departments (such as performing all computer
processing). They generally use such organi
zations because they do not have the internal
expertise or skills to perform the services or it
is cost effective to outsource the service.
Examples of service organizations are:
•
Data processing service organizations
that perform such services as payroll,
billing, general ledger accounting and
other administrative functions.
•
Trust departments of financial service
companies.
•
Mortgage loan servicers.
•
Organizations providing services for
employee benefit plans, such as providing
investment management, custody of
investments, record keeping of employee
or participant data, processing employee
benefit claims, and other accounting or
administrative functions.
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Factors to Consider in Planning an Audit

Professional standards require that the auditor obtain an under
standing of an entity’s internal controls sufficient to plan the audit.
The understanding is obtained by performing procedures to gain
knowledge about the design of the controls relevant to the audit of
the financial statements and whether they have been placed in
operation. The requirement to understand internal control may
extend beyond the controls in place at the entity’s physical
environment and may extend to other organizations who perform
services on behalf of the entity to assist it in the recording,
processing, summarizing and reporting of information in its finan
cial statements. SAS No. 70 provides guidance for auditing an
entity when a service organization’s services are part of the user
organization’s information system.
When the User Auditor's Planning Should Consider the
Guidance in SAS No. 70

A user auditor should consider the guidance in SAS No. 70
whenever a service organization’s services are part of the user
organization's information system. A service organization’s
services would meet that criterion if they affect:
•
How the user organization’s transactions are initiated.
•
The accounting records, supporting information, and specific
accounts in the financial statements involved in the process
ing and reporting of the user organization’s transactions.
•
The accounting processing involved from the initiation of the
transactions to their inclusion in the financial statements.
•
The financial reporting process used to prepare the user
organization’s financial statements, including significant
accounting estimates and disclosures.
•
The guidance in SAS No. 70 does not relate to an entity that
obtains a service from another organization that is limited to
executing a client’s transactions that are authorized by the
client. Examples of such services are when a bank processes
checking account transactions and when a broker processes
securities transactions that are initiated by the client.
•
The significance of the service organization’s controls
depends primarily on the nature and materiality of the trans
actions it processes for the user organization and the degree
of interaction between the internal controls at the user
organization and the controls at the service organization.
Nature and Materiality of the Transactions

If the transactions processed or accounts affected by the service
organization are material to the user organization’s financial
statements, the user auditor may need to obtain an understanding
of the controls at the service organization. In certain situations,
the transactions processed and accounts affected may not appear
to be material to the user organization’s financial statements, but
the nature of the transactions processed may require that the user
auditor obtain an understanding of those controls. Such a situa
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tion might exist when a service organization provides third-party
administration services to self-insured organizations providing
health insurance benefits to employees. Although transactions
processed and accounts affected may not appear to be material to
the user organization’s financial statements, the user auditor may
need to gain an understanding of the controls at the third-party
administrator because improper processing may result in a mater
ial understatement of the liability for unpaid claims.
Information about the nature of the service provided by a ser
vice organization may be available from a variety of sources, such
as SAS No. 70 reports by service auditors, user manuals, system
overviews, technical manuals, the contract between the user organi
zation and the service organization, and reports by internal auditors,
or regulatory authorities on the service organization’s controls.
Degree of Interaction

The degree of interaction relates to the extent to which a
user organization is able to and decides to implement effective
internal controls over the processing performed by the service
organization and on the nature of the services provided by the
service organization.
If the user organization implements highly effective internal
controls over the processing of transactions at the service organiza
tion, the user auditor may not need to gain an understanding of the
controls at the service organization in order to plan the audit. For
example, if the user organization has such controls, the user auditor
could obtain an understanding of the controls by performing a
walkthrough at his/her client.
If the user organization has a low degree of interaction and
has not placed into operation effective internal controls over the
activities of the service organization, the user auditor would most
likely need to gain an understanding of the relevant controls at
the service organization in order to plan the audit in accordance
with generally accepted auditing standards (GAAS).
If the user organization relies on controls at the service organi
zation to prevent or detect errors that would have an impact on its
financial statements, the user auditor must understand those controls.
The understanding of the service organization should include
an understanding of the control environment, risk assessment,
control activities, information and communication and monitoring
relevant to the audit of the client’s financial statements. The
understanding should include knowledge about the design of the
controls and whether they have been placed in operation. The
understanding of the controls should enable the user auditor to:
•
Identify the types of potential misstatements that could occur in
the client financial statements.
•
Consider the factors that affect the risk of misstatement.
•
Design substantive tests.
Failure to obtain such an understanding from either the client
or the service organization may cause the user auditor to consider
whether a scope limitation on the audit has occurred.
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Factors to Consider in Assessing Control Risk

After the user auditor obtains an understanding of the relevant
controls at both the user organization and the service organiza
tion and considers the factors that affect the risk of material
misstatement, he or she should assess control risk for the
financial statement assertions. As previously stated, if the user
organization has implemented certain controls over the service
organization’s activities that effectively operate to prevent or
detect material misstatements in its financial statements, the
user auditor may be able to perform the audit without identify
ing and testing controls at the service organization.
Generally, the user auditor can identify relevant controls at
a service organization by reading the service auditor’s report,
either a Type 1 or Type 2 report. Information about the operating
effectiveness of the controls at the service organization are only
included in a Type 2 report. Control risk can only be assessed
below the maximum, if evidential matter is obtained using one
or a combination of the following ways:
•
By testing the user organization’s controls over the activities
of the service organization.
•
By obtaining a service auditor’s report (Type 2) on controls
placed in operation and tests of operating effectiveness, or a
report on the application of agreed-upon procedures that
describes relevant tests of controls.
•
By the user auditor performing appropriate tests of controls
at the service organization.
Following is a further discussion of when each of these
activities may apply.
The user organization may establish effective controls over
the service organization’s activities that may be tested and that
may enable the user auditor to reduce the assessed level of con
trol risk below the maximum for some or all of the related asser
tions. For example, if a user organization uses an EDP service
center to process payroll transactions, the user organization may
establish controls over input and output data to prevent or detect
material misstatements. The user organization might recalculate
the service organization's payroll computations on a test basis. In
this situation, the user auditor may perform tests of the user orga
nization’s controls over data processing that would provide a
basis for assessing control risk below the maximum for the asser
tions related to payroll transactions. The user auditor may decide
that obtaining evidence of the operating effectiveness of the ser
vice organization’s controls, such as those over changes in pay
roll programs, is not necessary or efficient.
The user auditor may find that controls relevant to assessing
control risk below the maximum for the particular assertions are
applied only at the service organization. If the user auditor plans
to assess control risk below the maximum for specified asser
tions, the user auditor should obtain evidence of the operating
effectiveness of these controls by obtaining and evaluating a ser
vice auditor’s report that describes the results of the service
auditor’s tests of those controls, or by performing tests of con
trols at the service organization.
If the user auditor decides to use a service auditor’s report,
the user auditor should consider the extent of the evidence pro
vided by the report concerning the effectiveness of controls

intended to prevent or detect material misstatements regarding
the particular assertions. The user auditor remains responsible for
evaluating the evidence presented by the service auditor and for
determining the effect of this evidence on the assessment of con
trol risk at the user organization.
Because SAS No. 70 reports may be intended to satisfy the
needs of several different user auditors, a user auditor should
determine whether the specific tests of controls and results in
the service auditor’s reports are relevant to assertions that are
significant in the user organizations financial statements. For
those tests of controls and results that are relevant, a user auditor
should consider whether the nature, timing and extent of such
tests of controls and results provide sufficient evidence about
the effectiveness of the controls to support the user auditor’s
desired assessment of the level of control risk. In evaluating
these factors, the user auditor should also keep in mind that the
shorter the time period covered by the tests of controls and the
longer the time elapsed since the performance of the tests, the
less support for control risk reduction the tests may provide.

SAS No. 70 Reports
Types of Reports

There are two types of SAS No. 70 reports:
•
Reports on controls placed in operation (Type 1). Such a
report may provide a user auditor with an understanding
of the controls in operation at a service organization and
whether they are suitably designed to achieve specific
control objectives. A Type 1 report may be useful in
providing the user auditor with an understanding of
controls necessary to plan the audit and to design effective
tests of controls and substantive tests at the user organiza
tion, but it is not intended to provide the user auditor with
a basis for reducing his/her assessment of control risk
below the maximum.
•
Reports on controls placed in operation and tests of
operating effectiveness (Type 2). Such a report may provide
the user auditor with an understanding of controls in opera
tion at a service organization and whether they are suitably
designed to achieve specific control objectives. Also, a Type
2 report indicates whether the controls that were tested were
operating with sufficient effectiveness to provide reasonable
assurance that the control objectives were achieved. This
report may provide the user auditor with an understanding
of controls necessary to plan the audit and may also provide
a basis for reducing his/her assessment of control risk
below the maximum.
What Is Included in the Reports

A SAS No. 70 report typically includes the following items:
•
Service Organization’s description of controls placed in opera
tion as of a specific date.
•
Service organization’s description of the specified control
objectives.
•
Auditor’s opinion on whether the description presents fairly, in
all material respects, the relevant aspects of the service organi
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zation’s controls that had been placed in operation as of a
specified date.
Auditor’s opinion on whether the controls were suitably
designed to provide reasonable assurance that the specified
control objectives would be achieved if those controls were
complied with satisfactorily.
Auditor’s opinion as to whether the controls that were tested
were operating with sufficient effectiveness to provide
reasonable, but not absolute, assurance that the control
objectives specified in the report were achieved during the
specified period (Type 2 reports only).

Considerations in Using the Reports

After determining the need for a SAS No. 70 report, some
auditors have a tendency to simply obtain the report and place it
in the audit working papers. This clearly does not satisfy the
requirements of GAAS.
In considering whether the service auditor’s report is satis
factory for his/her purposes, the user auditor should make
inquiries concerning the service auditor’s professional reputation
as discussed in AU Section 543.
The user auditor may want to consider reading the report to
determine whether the service auditor demonstrates an under
standing of the subject matter. If the user auditor believes that the
service auditor’s report may not be sufficient to meet his/her
objectives, the user auditor may consider supplementing his/her
understanding of the service auditor’s procedures and conclu
sions by discussing with the service auditor the scope and results
of the service auditor’s work.
Also, if necessary, the user auditor may contact the service
organization to perform additional testing (this is usually arranged
by the user organization). This additional testing can
be performed by the service auditor (e.g., by applying agreed-upon
procedures at the request of the user auditor) or by the user auditor.
The user auditor should not make reference to the report of
the service auditor as a basis, in part, for his/her opinion on the
user organization’s financial statements. The service auditor’s
report is used in the audit, but the service auditor is not responsi
ble for examining any portion of the user organization’s financial
statements as of any date or for any period. Thus, there cannot be
a division of responsibility for the audit of the user organization’s
financial statements.
Timing Considerations in Using the Reports

A service organization’s description of controls is as of a speci
fied date for both a Type 1 and Type 2 report. Accordingly, the
service auditor issues a report on whether the description
presents fairly, in all material respects, the relevant aspects of
the service organization’s controls at a specified date. Such
information may be used to plan the audit of a user organiza
tion’s financial statements in the same way that an auditor’s
understanding of internal controls at a specified date is used to
plan the audit of the financial statements of an entity that does
not use a service organization.
A report on controls placed in operation that is as of a date
outside the reporting period of a user organization may be useful
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in providing a user auditor with a preliminary understanding of
the controls placed in operation at the service organization, if the
report is supplemented by additional current information from
other sources. If the service organization’s description is as of a
date that precedes the beginning of the period under audit, the
user auditor should consider updating the information in the
description to determine whether there have been any changes in
the service organization’s controls relevant to the processing of
the user organization’s transactions. Procedures to update the
information in a service auditor’s report may include:
•
Discussions with user organization personnel who would be in
a position to know about changes at the service organization.
•
A review of current documentation and correspondence
issued by the service organization.
•
Discussion with service organization personnel or with the
service auditor.
If the user auditor determines that there have been signifi
cant changes in the service organization’s controls, the user audi
tor should attempt to gain an understanding of the changes and
consider the effect of those changes on his/her audit.
Conclusion

SAS No. 70 provides guidance on factors an independent auditor
should consider when auditing the financial statements of an entity
that uses a service organization. This Alert clarifies and highlights
factors an auditor should consider in those audits. SAS No. 70 also
provides guidance for independent auditors who issue reports on
the processing of transactions by a service organization for use by
other auditors, but this Alert does not address those circumstances.
This Alert should be read as a complement to SAS No. 70. Terms
such as user auditor and service auditor are defined in SAS No. 70.
The AICPA recently issued an updated version of the
Auditing Practice Release, Service Organizations: Applying SAS
No. 70. This publication (AICPA Publication Number
060457-CLD7) provides extensive guidance to auditors perform
ing (1) an audit of a user organizations financial statements and
(2) procedures at a service organization that will enable them to
issue a service auditors report on a service organizations controls
that may affect user organizations. This publication can be pur
chased by calling 888/777-7077.

Past Practice Alerts
The PITF accumulates and considers practice issues,
which appear to present accounting and auditing concerns for
practitioners. Previously issued Practice Alerts can be
obtained from the AICPA Web site (www.aicpa.org/mem
bers/div/sec/lit/practice.htm). Recent Practice Alerts issued
during 1998-99 are as follows:
98-1
The Auditors Use of Analytical Procedures
98-2
Professional Skepticism and Related Topics
98-3
Revenue Recognition Issues*
99-1
Guidance for Independence, Discussion with Audit
Committees
*Practice Alert 98-3 supersedes Practice Alert 95-1

